
Home Alarm Insecurity
Breve avventura tra domotica e sicurezza



Chi sono

• Marco ‘gandalf’ Gandolfi

• MSS @ Accenture Security

• Socio fondatore BITM

• MTB/snowboard vs. food/wine/beer lover



Disclaimer

• Nessun sistema di allarme è stato 
maltrattato per realizzare questa 
«ricerca» (tranne quello di 
Miocuggino)

• Don’t try this at your neighbors’ 
home



Year 
Hacked

Security 
System

Issues Found Actions Taken

2015 Simplisafe

Wireless transmissions can be 
recorded by a third party and 
reuse data packets to disable the 
alarms.

Company promised to update their 
hardware to incorporate an 
upgradeable firmware.

2017 iSmartAlarm

Authentication can be bypassed 
using SSL certificate validation, 
authentication and access 
control.

Company promised to improve 
their firmware to protect the 
system from hacking incidents.

2014 Vivint
Failure to encrypt communication 
signals which can be intercepted 
by a SDR device.

Company promised to come up 
with plans to fix the vulnerabilities, 
but did not address the encryption 
issues.

2014 ADT
Failure to encrypt communication 
signals which can be intercepted 
by a SDR device.

ADT settled a $16 million class 
action lawsuit to resolve hacking 
allegations.

2018 Swann

Failure to encrypt communication 
signals, lack serial authentication 
which allows a third party to view 
from your camera, and SSD and 
PSK not removed despite of 
factory resetting.

Company was able to fix the serial 
switching problems and willing to 
update their firmware to solve the 
factory reset and PSK issues. 
However, no specific solutions yet 
were provided for the unencrypted 
communication issues.



La vittima

wireshark



Test di accesso



Test di accesso



Stato allarme



Stato allarme



Stato allarme



PIN errato



PIN errato



diff

Giorno
Notte
…

Pass OK Pass errata



PIN: 654321



PIN installatore

PIN installatore:
999999



PoC #1



Vabbè…



Subdomain enumeration

Subbrute 1

+ wordlist nomi e cognomi italiani =

42 potenziali target

1 https://github.com/TheRook/subbrute



PoC #2 – nmap probe

Probe TCP SmartLan q|\x00\x00\x00\x40\x00\x00\x0c\x4c|

rarity 5

ports 5004

match smartlan m|^(\d\.\d\d\s\d{5})\s\s| p/Inim SmartLan G or SI/ i/Unauthenticated Inim SmartLan G or SI 

home security system/ d/security-misc/ v/$1/ cpe:/h:Inim:SmartLan:$1/



PoC #3 - Bruteforce

• Possibilità di configurare una password (8 caratteri)

• Viene inviata all’inizio della connessione TCP

• Se il primo payload non è la password la connessione viene chiusa (FIN-ACK)



Mobile app - jadx

• SSL senza pinning e verifica dei 
certificati

• Secret hardcoded

• …



• Possibili approfondimenti:

• Analisi APK

• «Criptazione proprietaria»

• Cloud

• Telecamere

• Conclusioni:

• Insecurity by design

Grazie

Domande?


