Hacking competitions (CTF)
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Attack-Defense

Servizi vulnerabili da proteggere e da attaccare
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ETFDTIME CTFs U

Team rating

2018 2017 2016 2015 2014

Place Team

3

Dragon Sector

2 Plaid Parliament of Pwning
3 p

4 TokyoWesterns

5 A7

6 Odaysober

7 dcua

8 RPISEC

9 CyKOR

10 Bushwhackers

Upcoming events o

Open High-School

Format MName

Insomnihack teaser 2019
&2 On-line

FireShell CTF 2019
&2 On-line

Codegate CTF 2019 Preliminary
& On-line

2013 2012 201

Country Rating
1 1090.146
5] 991,963
1 628.663
. 618.163
604.647
I 599.843
= 596.854
5] 532,361
. 526.514
== 523.810

Full rating | Rating formula

Date

sab, Gen. 19, 12:00 — dom,
Gen. 20, 12:00 UTC

ven, Gen. 25, 16:00 — sab, Gen.
26, 16:00 UTC

sab, Gen. 26, 00:00 — dom,
Gen. 27, 00:00 UTC

Duration

1d Oh

1d Oh

1d Oh

Past events »

With scoreboard All

& 35C3 CTF

Dic. 29, 2018 20:00 UTC | On-line

Place Team Country
@ 1 mhackeroni [0}
2 pasten =
3 Dragon Sector =

Points

200,000

142,786

106,640

636 teams total | Tasks and writeups

£ OverTheWire Advent Bonanza 2018

Dic. 26, 2018 12:00 UTC | On-line

Place Team Country
@ 1  kainashi
2 Tasteless

3 WTFH4X

Points

0,000

0,000

0,000

320 teams total | Tasks and writeups

Dic. 23, 2018 07:00 UTC | Tokyo

Place Team Country
*« 1 TSG .
2 NaruseJun .
3 urandom .

-] SECCON 2018 Final International competition

Points

50,000

36,863

32,660

15 teams total | Tasks and writeups



Come prepararsi

* Leggere writeups
« Challange su siti di prova (root-me,pwnable,ecc.)
* Restare aggiornati sul mondo della sicurezza



¢ Web - Server

Discover the mechanisms, protocols and technologies used on the Internet and learn to abuse it

These challenges are designed to train users on HTML, HTTP and other server side mechanisms. The following series of challenges will cultivate a better understanding of techniques suct
multiple authentication mechanisms, handling form data, inner workings of web applications, etc. ...

Prerequisites:

» Understand HTML.

» Understand the HTTP protocol.

317 visitors now » Ability to manipulate a web browser.

- 57 Challenges

Chatbox

Results Challenge's Name Validations Number of points (@ Difficulty @ Author Note (g
() HTML 49% 5 | g0uzZ (@)
V] HTTP - Open redirect .A] 10 i | Sy ©
(] mmand inject: .zil 10 | sambecks ©
(%) je 37% 10 | g0uzZ ®
(] User-agent 25% 10 | gouz ®
(] Bac e . 15 | gouz )
@ HTTP - POST [ 13 15 Ll Th1bdud ©
@ HTTP directory indexing 25% 15 | gouz ©
) HTTP Header a7 15 0 Arod @



...profit?

* Teamworking
« Competenze oltre le conoscenze
 FUN!
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