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GAMEPLAY TIME

Umberto Smaila


















WE ARE SURROUNDED BY IMAGES

IMAGES ARE EVERYWHERE

» Manipulating digital photos is easy.

Detecting it can be hard.

» Many formats, many sources (photo,

website, social, whatever).
» Seeing is not believing.

» Sometimes you need to trust
Images:

» Journalism, investigation, law
enforcement, etc.
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WHAT DO YOU CALL AN
ALLIGATOR IN A VEST?

AN INVESTIGATOR .



HOW TO SPOT A FAKE IMAGE?

TECHNIQUES
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Search by image
Search Google with an image instead of text. Try dragging an image here.

Paste image URL Upload an image

Visually similar images

Report images

Unf**king My Relationship with Technology | Catherynne M. Valente
WWW. catherynnemvalente com/unfucking-my-relationship-with-technology/ v
400 x 341 - Feb 28, 2 - Cross-posted from my tumbilr, with gifs, because that's how | roll
over there because | thlnk it's important enough to say twice. | gotta be honest, .




PHYSICS AND SO ON...

SHADOWS & REFLECTIONS

» Carefully analyse the position of
light sources for inconsistencies.

» Ray tracing objects and their
shadows / reflections.

» Trace shadow lines, look for
absence of shadows

» Check eye reflections, eye
orientation, face details.

» Vanishing points, distances within
the image and 3D models.










SEARCH FOR HIDDEN SIGNS

LOCATION

» Corroborate the location, date and |
approximate time the image was -8 LU
taken.

» Cross reference: weather,
landmarks, plates, etc.

» Google Street is your friend.

» Get location from metadata.

» Details screw your OPSEC.




UNIQUE CAMERA FINGERPRINT

CAMERA FINGERPRINTING

» Compression schemes, Huffman
tables, etc. can be used to
fingerprint the camera or software
program that created the image.

» Quantisation’ matrices and Huffman
tables can be used to fingerprint the
Image creator.

» Lens distortion or aberrations.

» Image sensor: fixed pattern noise
and colour filter defects.

1. http://impulseadventure.com



YResolution: 300
ResolutionUnit: inch

ExifTag: 296

Copyright: Jeffrey Fried|
Artist: Jeffrey Friedl

Make: NIKON CORPORATION
GPSTag: 898

DateTime: 2012:11:12 21:47:45
YCbCrPositioning: Centered
XResolution: 300

Model: NIKON D4

Software: Adobe Photoshop Lightroom 4.3 (Macintosh)

Interoperabilitylndex: R98
InteroperabilityVersion: 1.00

YResolution: 72

ResolutionUnit: inch

Compression: JPEG (old-style)
XResolution: 72
JPEGInterchangeFormatLength: 25539
JPEGInterchangeFormat: 1106

GPSLatitudeRef: North
GPSLatitude: 35deg 9' 44.292"
GPSVersionlID: 2.3.0.0
GPSLongitudeRef: East
GPSLongitude: 136deg 16' 48.324"

JPEG FFILE INTERCHANGE - ORMAT

SEGMENTS = FELDS=——— VALUES
START OF IMAGE

length
APPLICATIOND  versior
DEFALLT HEADER ot

® 1 2 3 45 6 7 8 9 ABCODEF
900: FF D8|FF E@ 90 10 .J .F .I .F 00 91 01 01 00 48
010: 00 48 00 @O|FF DB ©0 43
©20: 01 61 61 ©1 01 61 61 o1
030: 01 o1 o1 er e
040: 01 01 o1
050: o1 o1 o1
e60: 01 01 01
070: e1 o1 e1
080 o o
@9%: 01 61 ©1 o1 o1 o1 61 e1 el e1
0A0:
0BO: FF C4 90 15 00 01 01 00 00 00 0 00 00 60 @0
oco:
oDe: 03 00 00 00 00 OO 0O GO 0O OO 00 @0 00 00 06 08
OE@: 38 88 B6|FF C4 00 15 01 01 01 00 00 00 00 00 00

HUFFMAN TABLE

OF0:
100:
110:
120:
130:
140: 7B DB 06 84 A@ 75 17|FF D9

ANGE AI.BERTINI@ i A
BY http://pics.corkami.com C

END OF IMAGE

JPEG IS THE ENCODING STANDARD, JFIF IS THE FILE FORMAT



MAT HONAN GEAR 12.03.12 05:02 PM

DOPS! DID VICE JUST GIVE
AWAY JOHN MCAFEE'S
LOGATION WITH PHOTO
METADATA?

15°39'29.4"N 88°59'31.8"W

Directions Save

View larger map

John McAfee and Vice editor in chief Rocco Castoro. Photo: Robert King/VICE




MATH AND SO ON..

IMAGE PROPERTIES

» Clone detection.

» Histogram Analysis (detecting
colour manipulation).

» Error Level Analysis (ELA).

» Luminance Gradient (backgrounds
are artificially enhanced).




Tool: GIMP
T —— e
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LET THEM TRUST YOU

PROTECT THE AUTHENTICITY

» Methods for authentication,
tamper detection, and robustness
against different image processing
operations.

» Digital signature / crypto.
» Watermarking.

» Many color laser printers embed
secret information in every page
they print!.

1. http://www.eff.org/Privacy/printers/docucolor/
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IMAGES PLAYGROUND

TONS OF STUFF

. . Face - No skin
» Image censorship and reversing. : ‘
-

Skin
Shoulder

» Image classification and ML.

» Facial recognition and biometrics.
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GOING PRACTICAL

TOOLS

» Commercial Tools / Free and Open
Source Tools:

» Ghiro! - full image forensics
framework.

» Jpegsnoop? - uses EXIF data,
quantisation matrices, Huffman
tables to assess what created the

Image.

» Phoenix3 - small image forensics
tool that can run some common
analyses on images.

1. http://www.getghiro.org
2. http://www.impulseadventure.com/photo/jpeg-snoop.html
3. https://github.com/ebemunk/phoenix

STERMEUNK BAZOOKA GOES
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HOW TO VERIFY AN IMAGE

IMAGE VERIFICATION CHECKLIST

» Reverse image search. » Do you know who, where,
when, why the photo was

» Check for image physics. captured?

» Metadata analysis. » Search for a “second

» Geolocation. shooter”.

» Fingerprint camera/
software / creator.

» Check for watermark /

hidden data



QUESTIONS ?

No kittens were harmed in the
production of this slideshow.




